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System Overview

Item # Description Score

1.1 Please specify the name of application, software version, application description and application URL which is
used to provide services to GoTo // Tolong berikan nama aplikasi, versi perangkat lunak, deskripsi aplikasi,
dan URL aplikasi yang digunakan untuk menyediakan layanan kepada GoTo. // iEg§ERT GoTo 2RSS

HORI 2SR, AR, RIFERERHnAF IR FIFERRIiL,

Please provide your comments here // iS{EXBEERSHITLS, *

Nextcloud Desktop Client, Version 4.0.4 (Windows), server on VPS and managed by Biznetgio Cloud, https://storage.naralaw.co.id

1.2 Please describe the organisation’s IT infrastructure, including: (a) the locations of the facilities where Goto's
data will be stored (b) how the locations are connected (e.g. wide area network, public network). // Harap
deskripsikan infrastruktur Tl organisasi, termasuk: (a) lokasi fasilitas tempat data Goto akan disimpan (b)
bagaimana lokasi-lokasi tersebut terhubung (mis., jaringan luas, jaringan publik). // IEERIZBLRRI TERMIZ

e, BiE: (a) BIFEGOtoBIRANIRIBAIE (b) RLATERAMAIERNT (FUAN/HM. AHMNLE) .

Please provide your comments here // iSTEXBEEFRBITFL, *
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N/A Actions

Naralaw have one IT Officer (a) https://storage.naralaw.co.id/appsf/files/files/Goto files (b) wide area network (WAN) using IP dedicated to VPS managed by Biznetgio Cloud

Risk Management

Item # Description Score

21 Is there a risk management program and are periodic risk assessments (RA) / Privacy Impact assessment
(PIA) conducted by considering cybersecurity and data privacy risk? / Apakah ada program manajemen
risiko dan apakah dilakukan penilaian risiko berkala (RA) / penilaian dampak privasi (PIA) dengan
mempertimbangkan risiko keamanan Siber dan privasi data? // BXEEEITHIE? EEEHHITEENES

SHEERFAXSAIXIEITE (RA) BERARIIITAL (PIA) ?

Please choose your response below // iBTE FAEFEREIN, *

No v
Compliance
Item # Description Score
3.1 Are there any recent independent assessments performed within your company with regards to compliance

with cybersecurity policies requirements? // Apakah ada penilaian independen yang baru-baru ini dilakukan

/4
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dalam perusahaan Anda sehubungan dengan kepatuhan terhadap kebutuhan kebijakan keamanan siber? //

BAFRIRANNEREBERERISEFERIHT T IRITE?

Governance

Item #

4.1

Please choose your response below // i&TE FAERIENER, *

No v
Description Score N/A
Is there a formalized information security policy document in place that is used as basis for information @)

security implementation? // Apakah ada dokumen kebijakan keamanan informasi yang terformalisasi yang
digunakan sebagai dasar untuk implementasi keamanan informasi? / B8 E— O EXHERLEBER 4,

1ERME R REHERIER?

Please choose your response below // i&fE FAERIENEIR, *

No v
Security Awareness
Item # Description Score N/A
5.1 Do you have information security and data privacy awareness program for your organization? // Apakah Anda @)

memiliki program kesadaran keamanan informasi dan privasi data untuk organisasi Anda? // {REF{ERIZEZA:

ERRENEEFARRIE I RIE?

Please choose your response below // {&TE FAEIRIBHOEIR, *

No v

Human Resource Security

Item #

6.1

Information

Description Score N/A

Do human resources practices in partner company cover the following: (a) Background screening, including g
criminal record verification. (b)Responsibilities for information security and data security in terms and
conditions of employment. (c) Non-disclosure agreement for new joiners. (d) Clearance procedure for
terminated employee, which include return of company's asset and access revocation. If there is any, please
provide the formalised document to us (please provide cover, approval page, and table of content only). /
Apakah praktik sumber daya manusia di perusahaan mitra mencakup hal-hal berikut: (a) Pemeriksaan latar
belakang, termasuk verifikasi catatan kriminal. (b) Tanggung jawab untuk keamanan informasi dan keamanan
data dalam syarat dan ketentuan pekerjaan. (c) Perjanjian kerahasiaan untuk penerimaan baru. (d) Prosedur
klarifikasi untuk karyawan yang dipecat, yang mencakup pengembalian aset perusahaan dan pencabutan
akses. Jika ada, harap berikan dokumen terformalisasi kepada kami (harap berikan sampul, halaman
persetujuan, dan daftar isi saja). // SIEATLI FADBRLREREE: (a) HEFE, SFLRCRE
iE. (b)EREZRFMEHPRENEEZEMEELERE. (o) HMRATEFEEMYL. (d) BRRRTAYEIE
., SEREASEFFIRESIIAER. MREEMBRIG, HREUEANRY (BRIZHIE. it
BR) .

Please choose your response below // iBTE FAERENEIR, *

No v

Handling & Classification

Actions

Actions

Actions



Item #

71

Description Score

If there is a policy or procedure for handling of information and assets based on its classification? // Jika ada
kebijakan atau prosedur untuk penanganan informasi dan aset berdasarkan klasifikasinya? // E58IRIEEE
N5 KFIERIIEBER AR F?

Please choose your response below // iBTE FAERIENEIR, *

No v

Access Control

Item #

8.1

8.2

8.3

Description Score

Does your company has documented and implemented access controls policy? If there is any, please provide
the formalised document to us (please provide cover, approval page, and table of content only). / Apakah
perusahaan Anda memiliki kebijakan kontrol akses yang didokumentasikan dan diimplementasikan? Jika
ada, harap berikan dokumen terformalisasi kepada kami (harap berikan sampul, halaman persetujuan, dan
daftar isi saja). // {FIIABIREBIEFSEHE 7 IHHEHIBER? MNREHNE, BRRAMRBERAE (BRI
HEmE. HERENER) .

Please choose your response below // iBTE FAERIEHEIRN, *

No v

How do you ensure the user access creation, modification and revocation (including privilege user access) is
managed and authorized in a consistent and timely manner for all types of accounts (such as bots, service
accounts, shared accounts - if any) // Bagaimana Anda memastikan pembuatan, modifikasi, dan pencabutan
akses pengguna (termasuk akses pengguna istimewa) dikelola dan diotorisasi secara konsisten dan tepat
waktu untuk semua jenis akun (seperti bot, akun layanan, akun bersama - jika ada)? // {RAN{AHERRIAE SRR
TP (AOHERA. IRSIKF. HEKFP—RENNE) NEFLEeIR. EFiEE (SEFREFnE)

T BRI RAS A EIRFIRA?

Please provide your comments here // iS{EXBEEFRBITE, *

Create, Configuration, Modify Access Previllage On Server Nextcloud VPS

Do you have a process in place to periodically review user access (including privilege user access) for all
types of accounts (such as bots, service accounts, shared accounts - if any)? // Apakah Anda memiliki proses
untuk secara berkala meninjau akses pengguna (termasuk akses pengguna istimewa) untuk semua jenis
akun (seperti bot, akun layanan, akun bersama - jika ada)? // {REEHEEHEEREREK, (WNBA. K
SIKF. HEKFE) BFHENR (SESBREERER) ANRE?

Please choose your response below // i&fE FAERENEIR, *

No v

Password Security

Item #

9.1

Description Score

Does your company has documented and implemented password security requirement? // Apakah
perusahaan Anda memiliki kebijakan dan persyaratan keamanan kata sandi yang didokumentasikan dan

dimplementasikan? // {fIIABI 2B CEHEH LR T BRTSEK?

Please choose your response below // i&fE FAERERIEIN, *

N/A

N/A

N/A

Actions

Actions

Actions



No v

Software Development

Item #

10.1

Description
Is there a formal Software Development Life Cycle (SDLC) process? // HIETNAIEIE-FF ALEREER (SDLC)
TAEE?

Please choose your response below // {51E FAEIFEMEIR, *

No v

Change Management

Item #

11.1

Description

Is there a documented change management / change control process? // Apakah ada proses pengelolaan

perubahan / pengendalian perubahan yang terdokumentasi? // BT RAYZE S & TR/A SRS HRAgg ?

Please choose your response below // iBfE FAERENEIN, *

No v

Network & Endpoint Security

Item #

121

12.2

Description

How do you secure remote access (e.g. using VPN, IP level restriction, ACL's etc) ? // Bagaimana Anda
mengamankan akses jarak jauh (mis., menggunakan VPN, pembatasan tingkat IP, ACL, dll) // {REN{aIFR{RIT

RIHINEE (FRNEREVPN, IPRBIRE. HiasHsIRE) ?

Please provide your comments here // iTEXBAREMIES, *

Setting static password on remote access

Does the organization have a mechanism (such as firewall, Border router, IDS, IPS etc) in place for
monitoring and controlling network traffic at the perimeter (either at the organization level -DMZ and / or
security zones within the organization-VLANs)? Please specify the network monitoring mechanism in the
comment section // Apakah organisasi memiliki mekanisme (seperti firewall, router perbatasan, IDS, IPS, dll.)
untuk memantau dan mengontrol lalu lintas jaringan di perimeter (baik di level organisasi - DMZ dan / atau
zona keamanan dalam organisasi - VLAN)? Tolong spesifikasikan mekanisme pemantauan jaringan dalam
bagian komentar. // BAREENE (IFTKIE, HRIEEEHE. NMRIGVURSE. NEHHRRS) KisEHHE
FIEILARE (TIERERREE—DMZ, ERAARNENZEXKEE—VLAN) ? BRI
UL,

Please choose your response below // iBfE FAEFIENEIN, *

Yes v

Using firewall on mikrotik router and to network monitoring using tools torch on mokrotik router to monitor traffic data

Does your organisation utilise host-based antivirus, antimalware and firewall (including IDS and IPS) on all
endpoints and servers. Please specify the name of anti-virus and anti-malware in the comment section //
Apakah organisasi Anda menggunakan antivirus, antimalware, dan firewall berbasis host (termasuk IDS dan
IPS) pada semua ujung dan server? Tolong sebutkan nama antivirus dan antimalware dalam bagian
komentar. // RV B R EEMBIRAIIIRSEE LERETENGRS. EEREGE (BENEE

REFNBHHRR) ? BETHCRHEAGRSHERRAAIZR,

Score

Score

Score

N/A

N/A

N/A

Actions

Actions

Actions



124

Please choose your response below // i&fE FHERENEIR, *

v Antivirus Antimalware Bitdefender
Yes

Do you restrict access to removable media drives and data ports (such as CD-ROM, USB, Firewire etc.) on
endpoint devices // Apakah Anda membatasi akses ke drive media yang dapat dilepas dan port data (seperti
CD-ROM, USB, Firewire, dil.) pada perangkat ujung? // {R2EMRHILIRIRE EAIRT e IR N8 FI4ERR
O (#0CD-ROM. USB, FirewireZ) A9ia)?

Please choose your response below // iBfE FHERIEREIN, *

No v

Does your organisation has process in place to remotely locate and/or wipe any devices having Goto data
that are lost or stolen? // Apakah organisasi Anda memiliki proses untuk secara remote melokalisir dan/atau
N

menghapus perangkat apa pun yang memiliki data Goto yang hilang atau dicuri? / iR 2R RIEET

FERENAN/ SRR KT EATE S GotoBiEANRE?

Please choose your response below // {&{E FAiEIRIERIEIR, *

No v

Cloud Security

Item #

13.1

13.2

Description

Does the organization utilize Cloud services to store/process sensitive information? // Apakah organisasi
menggunakan layanan Cloud untuk menyimpan/memproses informasi sensitif? // B4R & {FA=IRS KFE/
AMEHRER?

Please choose your response below // i&fE FAERENEIR, *

No v

Has the organization identified and implemented additional information security measures to compliment
those provided by the cloud services provider? // Apakah organisasi telah mengidentifikasi dan menerapkan
langkah-langkah keamanan informasi tambahan untuk melengkapi yang disediakan oleh penyedia layanan
cloud? /| HARBERIRFIF LI TAIMISER LB, LHRCRSIRIAEIRAHREE?

Please choose your response below // i5TE FRiEIEERIEIR, *

No v

Incident Management

Item #

14.1

14.2

Description
Is there a documented incident management / incident response process? // Apakah ada proses manajemen
insiden / tanggapan insiden yang terdokumentasi? // EEHAICRERNEHER EHIRRTIE?

Please choose your response below // {5{E FAEIRIERIEMN, *

No v

Has a centralized security Information and Events Management (SIEM) tool been implemented to monitor
security events across information systems used by the organization? // Apakah telah diterapkan alat
Manajemen Informasi dan Kejadian Keamanan (SIEM) yang terpusat untuk memantau kejadian keamanan di
seluruh sistem informasi yang digunakan oleh organisasi? // 2&5LiE 7 £Eh L2 EEMSE4EE (SIEM)

T EkEEARFRNER AR IR S S

Score

Score

@] 0
N/A Actions
@] 0
@] 0
N/A Actions
@] 0
@) 0



Please choose your response below // i&TE FAERENER, *

No v

Data Breach Incident

Item #

15.1

Description

Has your organisation suffered any cyber security and/or data breach incident in the last 12 months? //
Apakah organisasi Anda mengalami insiden keamanan siber dan/atau pelanggaran data dalam 12 bulan
terakhir? // BHYARFET K124 B PR EEZIHHIMB T L/ R ES G

Please choose your response below // {51 FAEZERIEIRN, *

No v

Is there a process to notify business partner (GoTo) in the event of a cyber security breach or other adverse
developments related to business partner's data? / Apakah ada proses untuk memberi tahu mitra bisnis
(GoTo) dalam kejadian pelanggaran keamanan siber atau pengembangan buruk lainnya terkait data mitra
bisnis? /| TEREMEZ RN SWSSIFEESIEEXEMTFIRRE, 2EEEMSEIFKER
22

Please choose your response below // iBTE FAERENEIN, *

No v

Business Continuity

Item #

16.1

16.2

Description

Does your organization have an established business continuity management framework / programme ? //
Apakah organisasi Anda memiliki kerangka manajemen kontinuitas bisnis / program yang mapan? // S¢H32
EEEERSESM ETRELR 5R?

Please choose your response below // i&{E FAERIENEIRN, *

No v
Do you conduct periodic BCP and DR tests to measure the effectiveness of BCP and DR plan. If Yes, how
frequently are BCM/DR tests conducted? // Apakah Anda melakukan uji BCP dan DR berkala untuk
mengukur efektivitas rencana BCP dan DR? Jika Ya, seberapa sering uji BCM/DR dilakukan? // {REEHITE
HABCPFIDRWIE, LA BCPHIDRITXIRIEXE. SIRZ, BCMIDRUASAMIT—IR?

Please choose your response below // i&fE FAEEENEIR, *

No v

Backup & Restore

Item #

171

Description
Do you conduct periodic data backup and restoration tests ? // Apakah Anda melakukan uji pemulihan dan

restorasi data secara berkala? // {2 EH TEAEIRS OIS NL?

Please choose your response below // {5{E FAERIERIEIR, *

No v

Vulnerability Management & Penetration Test

Item #

Description

Score

Score

Score

Score

N/A Actions
0
0
N/A Actions
@] 0
@] 0
N/A Actions
@) 0
N/A Actions



18.1 Is there a formal documented process for vulnerability management & penetration test? / Apakah ada proses
terdokumentasi dan formal untuk manajemen kerentanan & uji penetrasi? // JBRASEEMSENKEEEER
BISCHLITRAR ?

Please choose your response below // iBfE FAEIRIEHEIR, *
No v
18.2 Please specify the frequency of vulnerability scanning and penetration testing performed for the in scope

application // Tolong spesifikasikan frekuensi pemindaian kerentanan dan pengujian penetrasi yang dilakukan

untuk aplikasi yang menjadi cakupan. // iEfSE /5 EEII N AR I TIRRIEHIS S K AR

Please provide your comments here /| iSfEXBEEREITFE.

No scanning & penetration testing in scope application

18.3 When was the last network vulnerability assessment and penetration test is conducted? // _E—/RML&iREE

EAMSEMX R ARHRIITHI?

Please provide your comments here // iSTEXEBEESBINTEC, *

No vulnerability assessment and penetration test is conducted

18.4 Have the internal system gone through external penetration test in the last 1 year? // Apakah sistem internal

telah melalui uji penetrasi eksternal dalam 1 tahun terakhir? // SE1ERERR AR BZITINERSE R ?

Please choose your response below // {51 RSB, *

No v

w
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